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Bnaaumup BE3MAJbIN

AHTUPUIWLKNHI: OTBETHbIN yaap. Yactb 1. Bpay3sepbl
Ha cTpa)ke

CerogHs CNOXHO HalTU aKTUBHOIo nosb3oBaTens VIHTepHeTa, KOTOpPbIN HU pasy He cibiwan 6bl 0 du-
LWMHIrOBbIX NMUCbMax M aTakax. Kak npaBuio, TaKMMU XUTPOCTAMW MOLUEHHMKW 3aBSIEKAlOT XepTBY Ha
danbwmebln cant anga cbopa nHbdopMaunm (NMYHbIE AaHHbIE, CBEAEHUS O MAATEXHOM KapTe u T.4.) C
Lenbio nocneayloLlero He3akoHHOro ee UCnosb3oBaHus. K coxaneHmio, nogobHble knbepnpecTtynneHus
Bpsaa nv 6yayT npeceyeHbl B 6nvxanwime rogbl.

Ho cyliecTByeT psifi MHCTPYMEHTOB AnA 60pb6bl C YNOMAHYTOM HamacTblo. O HEKOTOPbIX U3 HUX S U
pacckaxy B npeasiaraeMoi BalleMy BHMMAHWUIO CTaTbe.

Y10 Takoe hbULINHI?

06 sTOM yxe 6bl10 ckasaHO HeMano (HanpuMmep, CM. CTaTblo «DULIMHE, BUWIKHI, GapMUHr...», «Mup
MK», N212/06, c. 82). HanomHio, uto dpuwmHr (phishing) — BUA MHTEpPHET-MOLIEHHMYECTBA, 3aKJto-
YaLWMNCA B pacCblsIKe 3/IEKTPOHHbLIX COOBLEHMN C Lenbio KpaxXnm KOHMUAEHUMaNbHOW MHQOopMauum
(kak nmpaBuao, puHaHCoOBOro xapakrtepa). OUWMHI-coobLeHNS COCTaBNAOTCS TakMM ob6pa3oM, 4YToObI
MaKCMMasbHO MOXOAUTb Ha WMHMOPMAUMOHHbIE MUCbMa OT 6AHKOBCKMX CTPYKTYP WMAM KOMMAHUA C U3-
BeCTHbIMM 6peHaamu. NMucbMa copepxaT CCbIJIKY Ha 3aBeAOMO JIOXHbI Beb-pecypc, cneuvanbHO noa-
rOTOBJ/IEHHbINA 3/I0YMbILWIEHHUKAMU U ABASIOWNIACA KONMEN calTa opraHuMsaumn, oT MMEHW KOTOPOW OT-
npaesieHo MMCbMO. Ha pgaHHOM anbllMBOM cailTe MoJsib30oBaTeslo npeanaraeTcsa BBECTWM, Hanpumep,
HOMep CBOEel KpeAUTHOM KapTbl U APYTY0 KOHPUAEHUNANbHYO MH(pOpMaumio.

AHTUpnwnHrosbin punbTp B Internet Explorer 7
B IE 7 aHTUOULWINHIOBBIN (PUNBLTP BKIKOYAET Cleaylowme TEXHONOMnu:

e BCTpoeHHbIi dunbTp. MpoBOAMT CKaHMpPOBaHWE MOCELAEMbIX Be6-CTpaHuL B NoMcKax npusHa-
KOB, XapaKTepHbIX A8 MOLIEHHUYECKMX Y3/10B MM dUIMHI-aTak. Ecnm nonb3oBaTenb 3arpyxa-
€T TaKylo CTpaHuuUy, TO MosyyaeT npeaynpexaeHue.

e NIHTepakTuBHas cnyx6a. CoaepXWUT OB6HOBASEMYIO MHDOPMauUMo O «BpefHbIX» y3nax. OueHb
4acTo GULLMHI-Y3Nbl MOSBASIOTCS Ha CPOK 24—48 4, MO3TOMY Ype3BblYaiHO BaXKHbIM SIBNSIETCS
npoLecc CBOEBPEMEHHOMO O6HOBMIEHUS.

BcTpoeHHoe cpeacTBo (aHTUMULLMHIOBBIN DUABLTP) MO3BONSET NoAyvYaTb NpeaynpexneHue o nogospu-
TeNbHbIX y3nax. lpu 3TOM nNonb3oBaTeNb MOXET caM nepefatb CBeAeHWS O MoboM MoTeHuWanbHo
ornacHoM y3ne B Kopnopaumio Microsoft ana nocneayowein npoeepkn. 3aTeM NOATBEPXKAEHHASA MHMOP-
Mauusa nobaBnseTcs B COOTBETCTBYWOLWYH 6a3y AaHHbIX AN8 3alWMTbl KOMMbIOTEPOB, MCMOMb3YHOLWMX
Internet Explorer c naHenbto ynpasnenus Windows Live.

B HacToswmii MOMeHT GyHKUMA aHTUdUWKMHIOBOro GuabTpa AoCTynHa B o6o03peBaTene Internet
Explorer gna OC Windows XP SP2 n Windows Vista. Kpome Toro, oHa nmMeeTcss B HOBOW MaHeNn MHCT-
pymeHToB Windows Live (http://toolbar.live.com) ans Internet Explorer 6 nnu ctapue.

Kak BOCMONb30BaTbCS 3aWMTHLIMKU BO3MOXHOCTAMKU? [locne 3arpy3ku u yctaHoBku Internet Explorer 7
MOXXHO BKJTHOUUTb (PYHKLWIO aHTUMULIMHTA.
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Microsoft Phishing Filter

Help make your browser more secure:
Set up Phishing Filter

impetrsonating another website, What is Phishing Filker?

@ {(*)iTurn on automatic Phishing Filter {recommended);

received will not be used to personally identify wou,

',';Z{' () Turn off automatic Phishing Filter

them,

Read the Internet Explorer Privacy Statement online.

Phishing Filter is designed to warn vou if the website you are visiting might be

Some website addresses will be sent ko Microsoft to be checked, Information

Website addresses will nok be sent ko Microsoft unless vou choose to check

Ecnu npu yctaHoBke IE 7 Bbl HE aKTMBMPOBaNIW AAHHYIO 3alMTy, TO CMOXETe caenatb 3TO no3xe. [Ans
3Toro B MeHio Tools (Cepsuc) obospesaTtens IE 7 sbibepute nyHKT Phishing Filter (AHTUUWNHT).

M- B o Crge - |G

Search Micrasaft.s  Pop-up Blocker

Chedk: This Website

Turn On Automatic Website Chedking... Manage Add-ons...
Report This Webske

Work OFf
Phishing Fiter Settings... : :OF '"'*

®uUNbTp pacno3HaeT ABa TUMNA «HEXOPOLIMUX>» Y3/0B:
e Be6-y3/bl, MOAO3pEBAEMblE B aTakax;

[ Beﬁ-y3)’|bl, Ha KOTOPbIX (bMLLIMHF-aTaKM Y>Xe npoucxoannu.

Mpu noceweHnn y3na, NoAo3peBaeMoro B MULINHI-aTakax, GUNbLTP BblAAET NpeaynpexaeHve B Buae

LNTa XXEeNTOro uBeTa.

Mpu nonbITke NOCETUTb BebG-y3es, Ha KOTOPOM MpeArnpuHMMAnUCb aTaku, GWUAbTP BblAAeT LWMUT-
npeaynpexaeHne KpacHoro uBeTa M npekpaliaeT A40oCTyn K 3ToMy y31y. BBoa ntobbix AaHHbIX B Nt06yto

¢opMy Ha 3TOM y3/e ganee HEBO3MOXEH.

W

MOXHO HacTpouUTb PUWNHI-DUALTP HA NaHenn MHCTpyMmeHToB Windows Live.
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Mocne MHcTansauMm HoBoOW naHenn MHCTpyMeHToB Windows Live yctaHoBuTe kHomnky OneCare Advisor.
DOYHKUMSA aHTUDULIMHIA NPU 3TOM HauyMHaeT paboTy aHanormnyHo IE 7.

(|3 | i Phishing Webske | +2 |

3awwmTa oT puwmHra B Opera 9.10

3awwmTa oT dpmwuHra B Opera byaeT opraHusoBaHa HECKOJIbKO Mo-uHoMmy, Hexenu B Firefox n IE. B
Opera, korga Bbl HabupaeTte URL B agpecHol cTpoke, 6pay3ep 6yaeT ogHOBpeMEHHO AenaTtb 3anpoc K
OHMlanHoBoM 6a3e gaHHbIX Opera Software — s NpoBepKM NIETMTUMHOCTM CaliTa, KOTOPbIA Bbl XOTUTE
nocetntb. Ecnun cait 6yaeT onpeaeneH Kak NoAcTaBHOW, Nofib3oBaTeNlb YBUAUT COOTBETCTBYOLLEE MNpe-
aynpexaeHue.

S=1EY

" = = L’Lt “\;{ http:,l'll'www.google.com,l'

& Search Directory Page

1?4?"""""@

B Suspected Site Fraud

7 = )
b % operaifraud-warning

Suspected Site Fraud

The page you are trying to open has been blacklisted
as fraudulent. It will hkely attempt to trick you into

sharing personal or financial information. YWe strongly
dizcourage wisiting this page.

Learn more about the frawd Go to homepaqge
filter lgnore this warning

Generated by Opera.

BrnpoueM, y nonb3oBaTeNs OCTAETCS BO3MOXHOCTb MOCETUTb AAaHHbIA CalT, €C/In eMy 3TO AENCTBUTENb-
HO HY>HO.

B otnnuue ot Firefox, KoTopbIn cnuyaeT agpec ¢ XxpaHsawmmucs Ha MK ceeageHnamu, Opera genaeTt npo-
BEPKY B peXWMe peasibHOro BpeMeHW, CBEPSASACh C MOCTOSIHHO ObHoBNsieMol 6a30i. DTo npeacTaBasieT-
ca MHe 6onee 3(pdeKTUBHbIM, TaK KakK (QUWWNHIOBbIE CAaWTbI-OA4HOAHEBKM MOSBASIOTCA BHE3arnHo W
O4YeHb 6bICTpO mcyesatoT. Opera NosiyvyaeT AaHHble O JIETMTUMHOCTU CalTa M3 aHTUPULIMHIOBON 6as3bl
oT koMnaHum GeoTrust (http://www.geotrust.com), KoTopasi cneunanmn3mpyeTcs Ha 3almTe OT MOLUEH-
Hu4yecTBa NogobHOro poaa.

Xouy 3aMeTUTb, YTO Ha caMoM fesne npobnaema uwmrHra BpsSA NN Korga-HMbyab 6yaeT peweHa UCKo-
YUTENbHO TEXHMYECKUMU CcpeacTBamMn. Mo3TOMy NpuU3biBald BCEX YMTaTenein CTo pas nogyMmaTtb, npexae
YyeM pearmpoBaTb Ha MMUCbMa, B KOTOPbIX BAaC MPOCAT MCMNOJIb30BaTb Kakme-nnbo nepcoHasbHble AaH-
Hble. KpoMe BCTpOeHHbIX B Hpay3epbl METOAOB aHTUMULLNMHIOBOM 3alunTbl eCcTb U Apyrue, 6onee cepb-
e3Hble, HanpuMep oAgHOpa30Bble Naponu. Ho 06 3ToM — B creaytower craTbe.

06 aBTOpe
Bnaganmup ®epoposuuy besmanbiiti — MVP, pykoBoaAUTENb MpPOrpaMMbl MNOArOTOBKW aAMUHUCTPATO-

poB MHdOpMaLmoHHON 6e3onacHocTn Akagemnn BMC KoHcanTtuHr, e-mail: Vladimir_Bezmaly@ec.bms-
consulting.com.
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